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CF012397 
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[Name of the Document] Specification 
[Title of the Invention] Transmitting Method, 
5 Receiving Method, Transmitting Apparatus, Receiving 
Apparatus, Transmitting System and Medium 
[Claim(s) ] 

[Claim 1] A transmitting method comprising the 
steps of: 

10 changing, in case of transmitting encoded data 

which has been encoded to a receiving side, an encoding 
in a predetermined unit ; and 

performing recording according to requirement, 
from the receiving side, of information concerning 
15 decoding of the encoded data. 

[Claim 2] A transmitting method according to 
Claim 1, wherein the encoded data is the data obtained 
by encoding data including image and audio. 

[Claim 3] A transmitting method according to 
20 Claim 1, wherein the predetermined unit is a 
predetermined time unit. 

[Claim 4] A transmitting method according to 
Claim 1, wherein the encoding is performed in a 
symmetrical key encoding method. 
25 [Claim 5] A transmitting method according to 

Claim 1 , wherein the recording according to the 
requirement relates to charge information concerning 
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utilization of the encoded data. 

[Claim 6] A receiving method comprising the steps 

of: 

receiving encoded data which has been encoded, 
5 from a transmitting side; 

requiring information concerning decoding of the 
encoded data, to the transmitting side; and 

decoding the encoded data by using the obtained 
information concerning the decoding. 
10 [Claim 7] A receiving method according to Claim 

6 , wherein the encoded data is the data obtained by 
encoding data including image and audio . 

[Claim 8] A receiving method according to Claim 
6 , wherein the predetermined unit is a predetermined 
15 time unit . 

[Claim 9] A receiving method according to Claim 
6 , wherein the encoding is performed in a symmetrical 
key encoding method. 

[Claim 10] A receiving method according to Claim 
20 6, wherein the requirement is based on user's 
instructions. 

[Claim 11] A transmitting system comprising: 
a transmitting system includes, 

image/audio data input means for inputting 
25 image and audio data, 

key generating means for generating a key for 
new encoding at a predetermined time interval, by using 



- 3 - 



a key encoding system, 

data encoding means for encoding the image 
and audio data inputted by said image/audio data input 
means, in the encoding system by using the key 
5 generated by said key generating means, 

data transmitting means for transmitting the 
image and audio data encoded by said data encoding 
means, to a receiving system through digital 
transmitting media, 
10 key transmitting means for transmitting 

information according to the key generated by said key 
generating means, to the receiving system from which 
watching and listening requirement was issued, and 
recording means for recording infoarmation 
15 according to the watching and listening requirement, 
for each watching and listening person; and 
said receiving system includes , 

watching and listening requiring means for 
issuing the watching and listening requirement to said 
20 transmitting system at predetermined time interval, in 
accordance with requirement from the watching and 
listening person, 

receiving means for receiving information 
according to the key transmitted by said transmitting 
25 system in response to the watching and listening 

requirement by said watching and listening requiring 
means , and 



- 4 - 



data decoding means for receiving the encoded 
image and audio data transmitted from said transmitting 
system through the digital transmitting media, decoding 
the received data by using the information received by 
5 said receiving means, and outputting the decoded data. 
[Claim 12] A system according to Claim 11, 
wherein said data transmitting means transmits the 
image and audio data after encoding them by using a 
symmetrical key encoding system. 
10 [Claim 13] A system according to Claim 11, 

wherein said key transmitting means stops transmitting 
the key when there is no watching and listening 
requirement from said receiving system. 

[Claim 14] A system according to Claim 11, 
15 wherein said watching and listening requiring means 
continuously issues the watching and listening 
requirement to said transmitting system every 
predetermined unit time while the watching and 
listening person wishes the watching and listening, and 
20 stops issuing the watching and listening requirement 
when the watching and listening person terminates the 
watching and listening. 

[Claim 15] A system according to Claim 11, 
wherein said transmitting system is capable of charging 
25 by recording from what time and how many the keys 

changed every predetermined unit time were transmitted. 
[Claim 16] A transmitting apparatus comprising: 
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transmitting means for transmitting encoded data 
which has been encoded, to a receiving side; 

changing means for changing the encoding in a 
predetermined unit; and 
5 recording means for performing recording according 

to requirement, from the receiving side, of information 
concerning decoding of the encoded data. 

[Claim 17] A receiving method comprising: 

receiving means for receiving encoded data which 
10 has been encoded, from a transmission side; 

requiring means for requiring information 
concerning decoding of the encoded data, to the 
transmitting side; and 

decoding means for decoding the encoded data by 
15 using the obtained information concerning the decoding . 

[Claim 18] A storing medium for storing, in a 
computer readable state, the steps according to Claim 
1. 

[Claim 19] A storing medium for storing, in a 
20 computer readable state, the steps according to Claim 
6. 

[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] 
25 The present invention relates to a transmitting 

method, a receiving method, a transmitting apparatus, a 
receiving apparatus, a transmitting system and a 
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medium. 
[0002] 
[Prior Art] 

Conventionally, In a case where pay service Is 
5 provided In such a system as Image and audio data are 
simultaneously transmitted to a plurality of receivers 
by using digital transmitting media as described above, 
for example. It Is a general method In which a service 
providing side provides only a watching and listening 

10 person (to be referred as audience hereinafter) who 
paid a fixed watching and listening fee, with 
Information (network address and port number of 
transmitter, password using at connection, and the 
like) which allows the audience connecting to a 

15 transmitter. However, in such the method, since data 

to be transmitted is generally sent without any process 
or management such as encoding (or encryption), there 
is some fear that the audience who does not pay the 
watching and listening fee taps the transmitted data. 

20 [0003] 

In order to eliminate such a problem, it can be 
supposed to apply a following method which is used in a 
pay television system or the like. That is, in this 
method, the service providing side encodes the data to 
25 be transmitted in a specific encoding (encryption) 

system, and then provides a decoding (decipher) means 
corresponding to this encoding system to the contracted 
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audience. On the other hand, the contracted audience 
decodes the transmitted data by using the provided 
decoding means and watches and listens it (e.g., 
program) , and pays a fixed fee in a predetermined 
5 method in such the unit as month, year or the like for 
a contract term. 
[0004] 

[Problem to be Solved by the Invention] 

However, in such the conventional system, one 

10 fixed fee is paid, or the fixed fee is paid for the 
programs in the unit of month or year, whereby the 
watching and listening fee is fixedly determined 
irrespective of whether or not the audience actually 
watches and listens the programs. 

15 [0005] 

The present invention has been made in 
consideration of the above -described problems, and an 
object thereof is to be able to flexibly determine and 
charge, although in a predetermined unit time, a 

20 watching and listening fee on the basis of an actual 
watching and listening time, and to provide a 
transmitting method, a receiving method, a transmitting 
apparatus, a receiving apparatus, a transmitting system 
and a medium in which the transmitting and/or receiving 

25 data are difficult to be tapped even using a multicast 
system or a broadcast system of which delivering 
efficiency is high. 
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[0006] 

[Means for solving the Problem] 

In order to solve the above -described problems, in 
the transmitting method according to the present 
5 invention, when data which was encoded is transmitted 
to a receiving side, such the data encoding (or 
encryption) is changed in a predetermined unit, and 
recording according to receiving side's requirement of 
information concerning decoding of the encoded data is 
10 performed . 
[0007] 

Further, in the receiving method according to the 
present invention, the encoded data is received from a 
transmitting side, the information concerning the 
15 decoding of the encoded data is required to the 

transmitting side, and the encoded data is decoded by 
using the obtained information relating to the 
decoding . 
[0008] 

20 Further, a system according to the present 

invention is a transmitting system comprising: 
a transmitting system includes, 

image/audio data input means for inputting 
image and audio data, 
25 key generating means for generating a key for 

new encoding at a predetermined time interval, by using 
a key encoding system. 
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data encoding means for encoding the image 
and audio data inputted by the image/audio data input 
means, in the encoding system by using the key 
generated by the key generating means, 
5 data transmitting means for transmitting the 

image and audio data encoded by the data encoding 
means, to a receiving system through digital 
transmitting media, 

key transmitting means for transmitting 
10 information according to the key generated by the key 
generating means, to the receiving system from which 
watching and listening requirement was issued, and 

recording means for recording information 
according to the watching and listening requirement, 
15 for each watching and listening person; and 
the receiving system includes, 

watching and listening requiring means for 
issuing the watching and listening requirement to the 
transmitting system at predetermined time interval, in 
20 accordance with requirement from the watching and 
listening person, 

receiving means for receiving information 
according to the key transmitted by the transmitting 
system in response to the watching and listening 
25 requirement by the watching and listening requiring 
means , and 

data decoding means for receiving the encoded 
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Image and audio data transmitted from the transmitting 
system through the digital transmitting media, decoding 
the received data by using the information received by 
the receiving means, and outputting the decoded data. 
5 [0009] 

A storing medium according to the present 
invention is characterized by that the transmitting 
method or receiving method is stored in a computer 
readable state. 

10 [0010] 

[ Embodiment ( s ) ] 

Fig. 1 is a block diagraun for explaining system 
structure of an image/audio transmitting system 
according to an embodiment of the present invention. 

15 In Fig. 1, reference numeral 200 denotes digital 

transmitting media such as a LAN, an internet or an 
ISDN; reference numeral 100 denotes a transmitting 
system which transmits through the digital transmitting 
media 200 image and audio data photographed and taken, 

20 and image and audio data previously recorded in an HD 
(hard disk) or a CD-ROM; and 300 denotes a receiving 
system which receives the image and audio data 
transmitted through the digital transmitting media 200 
and reproduces the received data by using a display and 

25 a speaker. 
[0011] 

Reference numeral 101 denotes a camera apparatus 
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which photographs or takes an image and digitizes the 
obtained image. Reference numeral 102 denotes a 
microphone which captures and digitizes an audio (or 
voice). A digitizing mechanism may be integrally 
5 provided in these apparatuses or may be independently 
provided in the form of separate board. Further, these 
apparatuses may include a data compressing mechanism. 
In case of including the compressing mechanism, an 
expanding mechanism corresponding thereto is provided 

10 in the receiving system 300. Reference numeral 103 
denotes a hard disk apparatus (HD) which previously 
stores the image and audio data. The memory apparatus 
103 may be replaced by an apparatus such a CD-ROM. 
Further, the recorded or stored image and audio data 

15 may be compressed data. In case of the compressed 

data, an expansion mechanism corresponding thereto is 

provided in the receiving system 300 . 

[0012] 

Reference numeral 104 denotes an image audio data 
20 input unit which selects one, two or all of the camera 
apparatus 101, the microphone 102 and the HD 103, and 
inputs the image and audio data from the selected 
apparatus. It should be noted that such the selecting 
has been previously performed by a user of the 
25 transmitting system 100, i.e., a manager of image and 
audio transmitting services. Instead of adding the 
compressing mechanism to the ceunera apparatus 101 or 



- 12 - 



the microphone 102, or instead of recording the 
compressed data in the HD 103, it may be applied 
structure in which the data compressing mechanism is 
included in the image/audio date input unit 104. 
5 [0013] 

Reference numeral 105 denotes a key generating 
unit which continuously generates a key for encoding 
(or encryption) at a predetermined time interval, and 
reference numeral 106 denotes a data encoding unit 

10 which encodes the image and audio data inputted by said 
image/audio data input unit 104, by using the key 
generated by the key generating unit 105. In the 
present embodiment, it should be noted that a 
symmetrical key encoding system (DES (data encryption 

15 standard), RC or the like) is used as an encoding (or 
encryption) system of the image and audio data. When 
the symmetrical key encoding system is used, if the key 
which was used by the transmitting system 100 for the 
encoding is not taught by the transmitting system 100, 

20 the receiving system 300 can not perform the decoding. 
Therefore, the manager of the image and audio 
transmitting services can consider that only a watching 
and listening person (to be referred as audience 
hereinafter) to which the key was rendered is watching 

25 and listening the transmitted data (i.e., programs). 

How to render the key to the audience will be described 
later. 
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[0014] 

The time interval for generating the key becomes a 
unit time for watching and listening (to be referred as 
watching and listening unit time hereinafter) . 
5 Therefore, as the watching and listening unit time, the 
user of the transmitting system 100, i.e., the manager 
of the image and audio transmitting services may 
determine an appropriate time (e.g., 30 minutes, 60 
minutes or the like) suitable for image and audio 
10 sources. 
[0015] 

Reference numeral 107 denotes a data transmitting 
unit which transmits the image and audio data encoded 
by the data encoding unit 106 to the receiving system 

15 300* through digital transmitting media 200. In 

consideration of delivering efficiency, a multicast 
system such as an IP -multicast or the like or a 
broadcast system is used as a data transmitting system. 
If there is enough room in band widths of the digital 

20 transmitting media 200, the data may be independently 
transmitted to each receiving system in a unicast 
system. 
[0016] 

Reference numeral 108 denotes a key transmitting 
25 unit which transmits or transfers the keys periodically 
generated by the key generating unit 105, to the 
receiving system 300 from which watching and listening 
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requirement was issued ♦ Such the keys may be 
transmitted in a channel same as that for the image and 
audio data. Reference numeral 109 denotes a watching 
and listening status recording unit which records 
5 watching and listening status such as a watching and 

listening start time, a watching and listening time and 

the like, for each audience. 

[0017] 

Reference numeral 110 denotes a watching and 
10 listening requirement receiving unit which requires, in 
accordance with watching and listening requirement from 
the receiving system 300, that the key generating unit 
105 and the key transmitting unit 108 transmits the 
information concerning the generated key or the like to 
15 such the receiving system 300. Further, the watching 
and listening requirement receiving unit 110 requires 
that the watching and listening status recording unit 
109 records the watching and listening start time and 
the watching and listening time. 
20 [0018] 

Reference numeral 301 denotes a display/speaker so 
that the audience watches and listens the information. 
Reference numeral 302 denotes an inputting apparatus 
such as a mouse or the like which is used to input 
25 watching and listening start requirement and watching 

and listening termination requirement from the audience 
to the receiving system 300- 
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[0019] 

Reference numeral 303 denotes a watching and 
listening requiring unit which periodically issues the 
watching and listening requirement to the transmitting 
5 system 100 at the predetermined time interval in the 
watching and listening, on the basis of the watching 
and listening start or termination requirement from the 
inputting apparatus 302. 
[0020] 

10 Reference numeral 304 denotes a key receiving unit 

which receives the key transmitted by the transmitting 
system 100 in response to the watching and listening 
requirement from the watching and listening requiring 
unit 303. 

15 [0021] 

Reference numeral 305 denotes a data receiving 
unit which receives the encoded (encryption) image and 
audio data transmitted from the transmitting system 
100, through the digital transmitting media 200. 

20 Reference niimeral 306 denotes a data decoding unit 

which decodes the encoded image and audio data received 
by the data receiving unit 305, by using the key 
received by the key receiving unit 304. Reference 
numeral 307 denotes an image/audio data reproducing 

25 unit which reproduces the image and audio data decoded 
by the data decoding unit 306, on the display/ speaker 
301. 
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[0022] 

A sequence number is added to the periodically 
generated key by the key generating unit 105, and the 
added sequence number is incremented one by one every 
5 time the new key is generated. Then, when the data 
encoding unit 106 performs the encoding by using the 
key such the key sequence number representing which the 
key was used for the encoding is added to the encoded 
image and audio data in the form of a header. 
10 Therefore, in case of performing the decoding, the data 
decoding unit 306 checks the added sequence number and 
then performs the decoding by using the key 
corresponding to the checked number. 
[0023] 

15 Each of the above -described units can be realized 

by the combination of each routine of software executed 
by a computer and each device operated based on each 
routine (e.g., hard disk for recording watching and 
listening status data in watching and listening status 

20 recording unit 109). 
[0024] 

As previously described, in order to transmit the 
key, the key transmitting unit 108 may use the same 
channel as that for transmitting the image and audio 
25 data, or may use the another channel independently. 
[0025] 

Further, as previously described, the watching and 
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listening requirement may be transmitted in the channel 
same as that for the image and audio data, or in the 
another channel. Furthermore, a telephone line or the 
like may be used to transmit the requirement . 
5 [0026] 

Subsequently, it will be explained hereinafter a 
flow beginning from the operation that the audience 
utilizing the receiving system 300 requires to start 
the watching and listening, and terminating with the 
10 operation that the image and audio data are reproduced 
by the display/ speaker 301, with reference to a flow 
chart shown in Fig . 2 . 
[0027] 

It should be noted that, prior to issuance of the 
15 watching and listening requirement by the receiving 
system 300, following processes are performed in 
parallel in the transmitting system 100. That is, in 
the transmitting system 100, it should be noted that 
the image and audio data from the previously selected 
20 apparatus (i.e., camera apparatus 101, microphone 102 
and HD 103) are inputted by the image/audio data input 
unit 104, and the inputted data is encoded with the 
data encoding unit 106 by using the key periodically 
generated by the key generating unit 105 and then 
25 transmitted by the data transmitting unit 107 in the 
multicast system. Therefore, it is structured that, 
when the receiving system 300 receives multicast 
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address Information from the transmitting system 100, 
the receiving system 300 starts receiving the encoded 
image and audio data transmitted in the multicast 
system. 
5 [0028] 

In a step S500, the audience operates the 
inputting apparatus 302 to require the watching and 
listening start. Then, in a step S501, the watching 
and listening requiring unit 303 issues the watching 

10 and listening requirement to the transmitting system 

100, At this time, audience information section, name. 
E-mail address and the like) , a network address (host 
name, IP address or the like) and the information 
representing the watching and listening start 

15 requirement are added together and issued as arguments. 
The issuing is performed also in the communication 
through the digital transmitting media 200, and is 
generally performed by using a reliable protocol such 
as a TCP/IP or the like. 

20 [0029] 

Subsequently, in a step S502, the watching and 
listening requirement receiving unit 110 in the 
transmitting system 100 receives the watching and 
listening requirement, and also accepts argument 
25 information. Then, in a step S503, the transmitting 

system 100 judges whether the requirement was issued at 
the watching and listening start time or in the actual 
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watching and listening, by checking the argument 
information. In this case, since the requirement was 
issued at the watching and listening start time, a step 
S504 results in "YES" and the flow advances to a step 
5 S505. 
[0030] 

In the step S505, the watching and listening 
requirement receiving unit 110 requires the key 
generating unit 105 and the key transmitting unit 108 

10 to transmit the key which is being used, a next key 

changing time and multicast address information to the 
receiving system 300. Then, the key generating unit 
105 and the key transmitting unit 108 which received 
such the requirement transmit the key being used, the 

15 next key changing time and the multicast address 

information to the receiving system 300. Such the 
transmitting is also performed by using the TCP/IP or 
the like, but may be performed by using an another 
method. In this case, in order to prevent tapping, it 

20 is necessary to encode the key by using a generally 

utilized non- symmetrical key encoding system such as an 
RSA (Ron Rivest, Adi Shamir, Leonard Adleman) system or 
the like. Further, for exeonple, when the key being 
used is changed to the newly generated key 14 minutes 

25 after to perform the encoding, the next key changing 
time may be expressed as "14 minutes". 
[0031] 
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Subsequently, in a step S506, the watching and 
listening requirement receiving unit 110 requires the 
watching and listening status recording unit 109 to add 
the audience information as the arguments, such that 
5 the watching and listening start time and the watching 
and listening time of the audience who utilizes the 
receiving system 300 are recorded. Then, the watching 
and listening status recording unit 109 which received 
such the requirement records the use start time of the 

10 key being used, as the audience's watching and 

listening start time rendered by the argument, and 
further records one watching and listening unit time as 
the watching and listening time. As described above, 
the watching and listening start time and the watching 

15 and listening time for each audience are recorded in 
the unit of watching and listening unit time. 
[0032] 

Since the processes in these steps S505 and S506 
are independently performed, these processes may be 
20 performed in parallel by utilizing a multi-task (or 
mult i- threading) mechanism or the like of an OS 
(operating system) . 
[0033] 

Subsequently, in a step S507, the receiving system 
25 300 receives the key being used, the next key changing 
time and the multicast address information transmitted 
from the transmitting system 100, by using the key 
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receiving unit 304. In a step S508, the key receiving 
unit 304 renders the key to the data decoding unit 306, 
the next key changing time to the watching and 
listening requiring unit 303, and the multicast address 
5 information to the data receiving unit 305, 
respectively , 
[0034] 

The data receiving unit 305 to which the multicast 
address information was rendered starts receiving the 

10 encoded image and audio data from the transmitting 

system 100, by setting a multicast address, and repeats 
the receiving process every time the data is received 
until the watching and listening termination 
requirement from the audience is inputted. The encoded 

15 image and audio data which were received are 

sequentially transferred to the data decoding unit 306, 
Then, the data decoding unit 306 performs the decoding 
process on the encoded image and audio data by using 
the key rendered in the step S508 . In this case, the 

20 unit 306 performs the decoding process by using the key 
coincident with the sequence number added to the 
encoded image and audio data, and then sequentially 
transfers the decoded image and audio data to the 
image/audio data reproducing unit 307. The image/audio 

25 data reproducing unit 307 sequentially reproduces the 
image and audio data by using the display/ speaker 301. 
[0035] 
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On the other hand, the watching and listening 
requiring unit 303 to which the next key changing time 
was rendered calculates an issuance time of the next 
watching and listening requirement on the basis of the 
5 rendered information. Then, the watching and listening 
requiring unit 303 is set such that the unit 303 is 
automatically re- initiated at the calculated next 
watching and listening requirement issuance time, and 
then the process is once interrupted. It should be 

10 noted that the next watching and listening requirement 
issuance time is set slightly before the next key 
changing time (i.e., about one to two minutes before). 
In this case, it is necessary to set the next watching 
and listening requirement issuance time at least before 

15 the watching and listening requiring unit 303 issues 
the requirement, the key receiving unit 304 receives 
the key and renders it to the data decoding unit 306, 
and then decoding preparation is completed. 
[0036] 

20 Since a series of processes by the data receiving 

unit 305, the data decoding unit 306 and the 
image/audio data reproducing unit 307 and the process 
by the watching and listening requiring unit 303 can be 
independently performed in parallel, it is desirable 

25 that these processes are realized or performed by 

utilizing the multi-task (or multi- threading) mechanism 
or the like of the OS. 
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[0037] 

Subsequently, a flow in the process when the key 
is changed or switched in the watching and listening 
will be explained with reference to the flow charts 
5 shown in Figs . 2 and 3 . VOien the watching and 
listening requiring unit 303 is automatically 
re-initiated at the next watching and listening 
requirement issuance time by a timer mechanism or the 
like of the OS, it is checked in a step S600 of Fig. 3 

10 whether or not there is an input representing watching 
and listening termination (or finish) from the 
inputting apparatus 302. In order to do so, an end 
flag (its initial value "OFF") is prepared in the 
watching and listening requiring unit 303. Then, if 

15 there is the input representing the watching and 

listening termination from the inputting apparatus 302, 
the end flag is set as "ON". Thus, if the end flag is 
checked in the step S600, it becomes possible to check 
whether or not there is the input representing the 

20 termination. 
[0038] 

When there is the input representing the 
termination, it is judged that the audience wishes to 
terminate the watching and listening, whereby the flow 
25 advances to a step S601 and then to a step S610. In 
the step S610, the watching and listening requiring 
unit 303 requires the data receiving unit 305 to 
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terminate the data receiving, and then the data 
receiving unit 305 which accepted such the requirement 
terminates the receiving process • 
[0039] 

5 On the other hand, when there is no input 

representing the termination, it is judged that the 
audience wishes to continue the watching and listening, 
whereby the flow advances to the step S601 and then to 
a step S602. In the step S602, the watching and 

10 listening requiring unit 303 issues or transmits the 

watching and listening requirement to the transmitting 
system 100. At this time, as the arguments, the 
audience information (section, name or E-mail address, 
i,e,, information capable of identifying user), the 

15 information representing that the requirement was 

issued in the watching and listening, and the next -key 
sequence number (i.e., current-key sequence number +1) 
are added together and issued. Then, the flow advances 
to the step S502 in Fig. 2. 

20 [0040] 

In the step S502, the watching and listening 
requirement receiving unit 110 in the transmitting 
system 100 receives the watching and listening 
requirement and also accepts the argument information. 
25 Then, in the step S503, it is judged by checking the 

argument information whether the requirement was issued 
at the watching and listening start time or in the 
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actual watching and listening. In this case, since the 
requirement was issued in the actual watching and 
listening, the step S504 results in "NO" and the flow 
advances to a step S520. 
5 [0041] 

In the step S520, the watching and listening 
requirement receiving unit 110 requires the key 
generating unit 105 and the key transmitting unit 108 
to transmit the key and the next key changing time 

10 indicated by the sequence numbers of the arguments to 
the receiving system 300. Then, the key generating 
unit 105 and the key transmitting unit 108 which 
received the requirement transmit the key and the next 
key changing time indicated by the sequence numbers of 

15 the arguments of the receiving system 300. In order to 
do so, it is necessary for the key generating unit 105 
to prepare the new key before the key for the data 
encoding is actually changed (i.e., until watching and 
listening requirement is received from receiving 

20 system) . Further, in order to prepare for the 

requirement issued at the watching and listening start 
time, until the encoding by the generated key itself 
terminates, it is necessary for the key generating unit 
105 to hold such the key. 

25 [0042] 

Then, in a step S521, the watching and listening 
requirement receiving unit 110 requires the watching 
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and listening status recording unit 109 to add the 
audience information as the arguments, such that the 
audience utilizing the receiving system 300 records 
that the watching and listening is performed in the 
5 next watching and listening unit time. The watching 
and listening status recording unit 109 which received 
the requirement adds and records the audience ' s 
watching and listening time received as the argument, 
by one watching and listening unit time. 
10 [0043] 

Since these steps S520 and S521 are independently 
performed, these processes may be performed in parallel 
by utilizing the multi-task (or multi- threading) 
mechanism or the like of the OS. 
15 [0044] 

Subsequently, in a step S522, the receiving system 
300 receives the key and the next key changing time 
transmitted from the transmitting system 100, by using 
the key receiving unit 304. In a step S523, the key 

20 receiving unit 304 renders the key to the data decoding 
unit 306 and the next key changing time to the watching 
and listening requiring unit 303, respectively. The 
following processes are substantially the same as those 
in the above-described processed at the watching and 

25 listening start time. 
[0045] 

As explained above, according to the present 
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embodiment, although in the predetermined unit time, a 
watching and listening fee can be flexibly determined 
and charged on the basis of the actual watching and 
listening time. Also, the transmitting and/or 
5 receiving data can be made difficult to be tapped even 
in case of using the multicast system or the broadcast 
system both of which delivering efficiency is high. 
[0046] 

Further, as apparent from the above-described 
10 explanation, according to the present embodiment, the 
above -described processes can be performed without 
providing any specific hardware. 
[0047] 

Furthermore, the object of the present invention 
15 can be achieved by supplying a storing medium which 
stores progreim codes of a software to realize the 
above-described embodiment to the system or the 
apparatus , and then by reading and executing the 
program codes stored in the storing medium with a 
20 computer (CPU or MPU) in the above system or the 
apparatus . 
[0048] 

In this case, the program codes themselves read 
from the storing medium realize the functions of the 
25 above-described embodiment. Thus, the storing medium 
which stores such the program codes is included in the 
present invention . 
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[0049] 

As such the storage medium for storing the program 
codes, e.g., a floppy disk, a hard disk, an optical 
disk, a magneto-optical disk, a CD-ROM, a CD-R, a 
5 magnetic tape, a nonvolatile memory card, a ROM or the 
like can be used. 
[0050] 

Further, needless to say, it is included in the 
scope of the present invention a case where the program 

10 codes read from the storing medium are stored or 

written into a memory provided for a function expansion 
board inserted in the computer or a function expansion 
unit connected to the computer and, after that, a CPU 
or the like provided for the function expansion board 

15 or the function expansion unit executes a part or all 

of the actual processes on the basis of instructions of 
the program codes, and the functions of the above - 
described embodiment are realized by such the 
processes . 

20 [0051] 

[Effect of the Invention] 

As explained above, according to the present 
invention, it can be provided the transmitting method 
and the receiving method which are suitable for the 

25 case where the watching and listening fee is flexibly 
determined and charged on the basis of the 
predetermined actual watching and listening time. 
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Further, it can be derived the specific effect that the 
transmitting and/ or receiving data can be made 
difficult to be tapped even in case of using the 
multicast system or the broadcast system of which 
5 delivering efficiency is high. 

[Brief Description of the Drawings] 

[Fig. 1] A block diagram for explaining system 
structure of an image/audio transmitting system 
according to an embodiment . 

10 [Fig, 2] Flow charts showing a process in which a 

watching and listening person (to be referred as 
audience hereinafter) initially requires to start 
watching and listening, image and audio data are 
processed and finally reproduced respectively by a 

15 display and a speaker, in the image/audio transmitting 
system according to the embodiment of the present 
invention . 

[Fig. 3] A flow chart showing a process in case 
of switching a key in the watching and listening by the 
20 audience, in the image/audio transmitting system 

according to the embodiment of the present invention. 
[Description of Reference Numerals or Symbols] 

100 Transmitting system 

200 Digital transmitting media 
25 300 Receiving system 

101 Camera apparatus 

102 Microphone 
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103 HD 

104 Image audio data input unit 

105 Key generating unit 

106 Data encoding unit 

5 107 Data transmitting unit 

108 Key transmitting unit 

109 Watching and listening status recording unit 

110 Watching and listening requirement receiving 

unit 

10 301 Display/Speaker 

302 Inputting apparatus 

303 Watching and listening requiring unit 

304 Key receiving unit 

305 Data receiving unit 
15 306 Data decoding unit 

307 Image/ Audio data reproducing unit 
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S500: Audience requires start of watching and listening. 

S501 : Watching and listening requiring unit 303 issues watching and listening requirement to 
transmitting system 100, and passes audience information, network address of receiving system 300, 
address and information indicating start time of watching and listening as argument. 

S502: Watching and listening requirement receiving unit 1 10 receives watching and listening 
requirement. 

S503: Watching and listening requirement receiving unit 1 10 checks whether or not requirement is 
issued at watching and listening start time. 

S504; Is requirement issued at watching and listening start time? 

S505: Key generating unit 105 and key transmitting unit 108 receive requirement from watching 
and listening requirement receiving unit 110, and transmit key being used, next key changing time 
and multicast address information to receiving system 300. 

S506: Watching and listening status recording unit 109 receives requirement from watching and 
listening requirement receiving unit 110, and records watching and listening start time and watching 
and listening time. 

S507: Key receiving unit 304 receives key being used, next key changing time and multicast 
address information transmitted from key transmitting unit 108. 

S508: Key receiving unit 304 passes key to data decoding unit 306, next key changing time to 
watching and listening requiring unit 303, and multicast address information to data receiving unit 
305. 

S520: Key generating unit 105 and key transmitting unit 108 receive requirement from watching 
and listening requirement receiving unit 110, and transmit key and next key changing time indicated 
by sequence numbers to the receiving system 300. 

S521 : Watching and listening status recording unit 109 receives requirement from watching and 
listening requirement receiving unit 110, and add one watching and listening unit time of watching 
and listening time and record it, 

S522: Key receiving unit 304 receives key and next key changing time transmitted from key 
transmitting unit 108. 

S523: Key receiving unit 304 passes key to data decoding unit 306 and next key changing time to 
watching and listening requiring unit 303. 
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S600: Watching and listening requiring unit 303 checks whether or not there is requirement 
indicating watching and listening finish. 

S610: Data receiving unit 305 receives requirement from watching and listening requiring unit 303, 
and finish data reception. 

S602: Watching and Hstening requiring unit 303 passes audience information, information 
indicating during watching and listening, and next-key sequence number to transmitting system 100. 
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[Name of the Document] Abstract 
[Abstract] 

[Problem(s)] It is to provide a transmitting system of 
which data is difficult to be tapped and which is 
5 suitable for flexibly determining a watching and 
listening fee. 

[Means for Solving the Problem{s)] In order to achieve 
the object, there is provided a combination of a 
transmitting method comprising steps of, transmitting 

10 encoded data which has been encoded, to a receiving 
side, changing the encoding in a predetermined unit, 
and performing recording according to requirement, from 
the receiving side of information concerning decoding 
of the encoded data, and a receiving method comprising 

15 steps of, receiving the encoded data which has been 
encoded, from a transmitting side, requiring the 
information concerning the decoding of the encoded 
data, to the transmitting side, and decoding the 
encoded data by using the obtained information 

20 concerning the decoding. 

[Elected Drawing] Fig. 1 



